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S •Jb I ect , Security ~ccess Controls - ootential Problems 

1vE>r th~ f"'i:>'<t few months, t..,e lolu I tics stnn1arj oro1uct wl 11 t>e 
·ii 0 ri i fi P 1 t o or o v i •1 e ""l n ~ d 1 1 t i o "" ~ I a cc e s s c o"' t r o I m"' c h.'J n 1 s m • T o 
-'>'.'l!Tle <?xt~nt. the ne·~ ac:::ess controls will llll"lt a proqrarn'ller•s 
f!Rxlhltltv ln jeslnning nPw subsystems ~n1 wll I c~use some 
exlstinq co~ma~1s 1"1d subsystems to stoo workinq under c~rtain 
;:-,n1{tlf)ns. 

r..,e ournose ryf this MT1 ls to li~ntifv some ~esl1n oitf311s whi=h 
.:'Ire lurl<:ing 1round the corn~r ani to orovldt> a "f lrst cut .. set of 
i e s l qr q u l d ~ I l n e s • T h e s e o r o o 1 e m :; a r e o f o ~ r t l c J I a r l n t er e s t t '> 
1~siqners of systPm functions. We would I ikP all syste~ 
functions t11 work .~ou=Hlv wf>ll "IO "!1attE>r h'>w the new access 
~'>~trots ar~ Jsed. So now ls the tl~e to begl~ copinJ with the 
nroble"!1~ 0utline1 below. 

l~f0re d~scrihlnq the proble11s, It ls useful to --eview Just w'iat 
t'1e new 1cce~s control mecha~ls~ ls ~nj whv lt ls being adlej to 
ti,~ stan1::ir1 or'>1uct. 

l\. Purp~<:;e 

To iate~ the aooroach to controllad sh~rl~g of Information has 
been to all'lw anv user (wlio "13S oermlssion to :hang~ an ACL) to 
t~ke full rnsnonslbllltv in SDeclfyln1 the moaP of access for 
~ach A~L entrv. This do~s not ~llow an administrator to haJe t~e 

S.Y ~1~.!!! en f o,.. c e "'I l s de s i r e t o r es t r i c t 3 cc es s on sen i 1 t 111 e 
s?~~ent~ to a certain ,rouo of oersons. HP ~ust rely on those 
w'io can s~t the ASL to do the rl1ht thln1. 

T..,~ new -lCCE'SS c:>ntrol 'llE'Cli.::ini:;m wl I l i•jenti fy ::ii I r.rocesses with 
~ set 0f ~ttrlbutes. Likewise, segments 3nd oth!r obJects, which 
arovlie C'lm~unlc::ition p~ths betwe~n orocesses, wit I h~ve a set of 
~ttrlhutPs. Th~se attrinutes =trP def ine1 svste~ wide and 3re the 
b3sls fo"' r~strictln1 access t~ so~e ob!ect by 3 process. Tnls 

~ultics nro1°ct intern~! workinq docume~tation. ~ot to be 
r~nro1ucei 1r dlstrlhut~j outslj~ the ~ultics pr~lect. 
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wil 1 qu·~r:~ntee tl'lat syst::>rn ~1::1e access deflnltlors cannot be 
c"1;;:inge1 hv -:in i"ldivi1tHl user settin9 an access :ontrol list. 

Th0. nhvious appllcatll)n l)f thls mechanism is the mlllta~y 
c;i:>r::uritv c;yst.::.ni~. but the attributes Cl")Uld e1uat ly apply to 
1ivlsions wlt~in a co~oaiv. task groups within a proJect or group 
of nroJects, nr even cornoetitlve companies using a single service 
hur~au. 

Th~ control of these ~ttrl~utes ftests with a single administrator 
Cc-1lle·i the ~vstern ~ec1.,;rltv Officer for lack of 3 better terml. 

1. New ou1~s f~r Access ~ontrol 

~ 1ulck r 0 vlew of ~Jq 047 s~ows th~t the nracess attributes afte 
c~l lo1 ~ Cff".=.ir"!nce nrd the s~ginent tobJect) attributes are cal led 
~ classif lc~tion. There ls io change ln the o~eration of the 
svc;tem when the clec1ran:::e is e1u"'I to the classl ficatlon 'for all 
oblects a process attemots to 3Ccess. 

Y o w ~ v P. r • l f t h e o r o c e s s c I e '"' r 3 " c ~ l s " 11 r ea t e r th 'I n " t he ob 1 e c t • s 
cl~sslfic~tion, the pro:~ss wi II not be ~ble to pass information 
t'l th? 'lblect ('!.g • ., can•t wr-ite, modify. send, wakeup, etc.I. 

r f t hi:> oroc<?s:; c 1 ?ar anc e 1 s "I ess tha"'I'" the ob]ects 
::lasslflc1tlor, thl'3 oro:ess will tiave no acc~<:;s. 

The ~ccess ~ontrols wi 11 ~ave the effect of 
3hi lltv tn soecify the access 110'.'Je on an ACL 

llmltln1 the users• 
eitry. That ls. 

even thou,h the llstacl co~mand shows 

rr>w •.SysD3emon.~ 

r·:>w >.<. • • .,. 

')"'l th(' llCL of a se?qm 0 nt. the S!lW wit I cont"lin only ''re" when a 
~rocess of a higher cle~raice Initiates the segment. If ~ 

orncess of , lower cl~~ran:e th3n t~e seg~ent attempts to 
i"'llti-,t~ th,.. seq'llent. it will iot be arid'?d to th~ orocess address 

·~...,r~ sucr:in'.'.:t Iv. thP new access ~.'.lntrol rnechanls11 
to orohihlt ~~~ lnfor~atio"'I transfer betwee" 
~~ul1 vi,lat~ thPse rule~. 

III. 

is atternotinq 
processes which 

!\. nt J svst~m s:>("Jments in rl"q n ·3re exe'1'!ot frorn the n~w access 
restrl~tions. ~1n1 Q ls ryr?llnked and has a static adjress 
c;p::Jce "4hich is t"'e S"l'lh~ for :"ti processes. T'"'us, rinq 0 is 
"trust~d." 
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1. Tn 0uter rings (1 through 7), di I segm~nts w"lich ne?.1 
rea1-e~ecute ~ccess for 111 uc:;ers shoul~ have the lowest 
clas<>lfic1tion In trie systa11. This wl 11 3llow oro::esses of 
111 cf P:1r1nces t" rP.ad and/r:>r exc"?cut13. the Sf>1ment ('1S wl 11 h•-? 
thP C:1">~ for 31 I svstem ob1ect se·1ments). 

who table 
instal lr:itio'1 o~rm':> 

C • T n t h e o • J t P. r r I n q s , a l I s e q m e "' t s w h l c Ii a r e i 1 t e n d ed t o h 'l v e 
"rw ""'•""•""" ;::iccesc:; wl 11 cause access vloL=itio.,s w~··m a nrocess 
of :::i lilgher =lear'3'1Ce '3ttem~ts to write in th~ segment. Thus, 
lt is si~olv not oos<>i~le for 1 single segment to serve as 3 

writ~ahle sh'3red :1at~ b:::ise outsldt:> rirq o for orocesses 'Jf al I 
ch>"lra!'1C'~S. Tf such a iata has~ ls neede<:t, then It wit I 
re1ulre one seqme'1t oer o~isiolP nrocess clear~nce. 

mailbox 
user.con_:11sgs 
comm3nd us~qe monltorln~ 
ri1q 1 messag~ segm~nts - lockln1 01 reaj 
Volu~e 1escriotor s~qments - if ~odifled by a 

orocess 
i.Jser 

rl~q 1 system taoe iata segments - If modiflea by a 
u<ser prOCPSS 

·J. Th~ same orotitem described in "C" above wl1 l :>ef<'311 the user 
w~o must operate 3f more than one clearaice using the new 
login 0ptlons. Seve .... al ":>r:>~ \Jser" segments wl 11 n0 lonq~r be 
wrlt~abl0 when worklnq 3t ~ clearance hiqher than the seqments 
c I 15 c; l f l-: '3 t 1 on. 

{these ar~ assJmed to be system loA classlflc~tlonl 

r:i a i I b o x - :: o m m a i ·j a t t e 111" t 5 t o I o c k 
usPr.con_msgs - ca~·t store ~v~nt c~annel 
user.pmotj - c~.,·t Jojate 
user.profile - :ai•t ad1 abbrevl3tlons 
user.breaks - can•t modify 

I:'• Tt ls ol'inne':! th::it e.:ich user will be ahle to :re~te a orocess 
at tne l~w?st possible :IP~"~nce to Derf0rm common functions 
i:;uch ''lst 

~al I and mess~ge communication 
pr~1r~m ~ebugqlna 

uo1,tln1 user.~xx seqments 
nro)Pct ani sv~t~~ a1minlstr~tion 
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i=-. F=:xc~ntions to the s~curitv access rPstri::tions will 'H' 
ornvld 0 d •0r cert~in orocess~s which must perform functions on 
bE>.,"3lf of '.)th~r (user) processes. They :lre: 

In i t i a I i z ·~,... 
I/O coordi"'ator 
1ackun 
~~loader/P~trieve,... 

Svst~m Security ntficer 

~nalysi~ of the security stor~Je system model has shown that each 
s '3 n m en t a f -: I .=i s s i f i c .3 t l o n " w• 11 u s t b e c on t a i n e d 1 n a d i r e c t or y o f 
cl:3ssiflc-~tion "N'• an:J t'iat the classlfiC'=ttion of a jlrectory 
~ust hP ~iu~I t'.) or hi1her th~1 its parent. (This means, of 
~'.)Urse, th~t the root =tni al I svst?m ~lrectori!S must be at the 
lrn1est oossible level.l This additional restriction on tf"l~ 

structure of the storage system introduces two potential 
oroblems. 

Q. The ACL mode restrictions 1escribed in sectior II.B above 
aooly to directori<:>s as well. An entry of "sma "'•"'•"'" wll I 
orovirle 0nly "s" for 3 oro:::ess with a cleara1ce higher than 
th•?. dlrectory. 0 rograms w"1l::h attemot to ve'ify '"sma" access 
by lookln1 at the ACL mo1e bits rather th~n the effective moje 
may bP in error. This, of c1urse, wll I not aoolv to the 
nrivilPgnrl orocesses Cse~ TII.F ~bove). 

Wh~n '11ultinle classificatlo·v:; 3re in use, c:i program li1<e 
" s w e P o.. w l I I n o t •.) o e r a t E> i 'l '1 o,.. o c e s s w i t h out s p e c i a I 
;;rivil-•g.:.., sinct> it 'itt.:>11ots to qlve "s..,3" access to the 
orocec;s. T~ this envir~~me~t. us~rs who rPIY on 
"'l'Hlk_suhtree" t') c;pt acces:; in c;uh-dlrectorles wil I Llll. 
T h i s w l I I n o t b e t '1 e :: a s P. 1 f I) n I y o n e c I as s 1 fi c a t 1 on j e s c r l b e s 
the ~ntire subtre0. 

l. Tf ·3 oro':Jr.vn ls writti:>n to or'Jvide serF1r::ite "~"'" .j3t3 se9mento; 
for e~~~ ~lasslf ication to 9vold the share1 jata oroblem, the 
nro~r~~m2r ~houl1 ne awa~e th~t these se~ments must be in 
diff~rent ilr-ectorles! 

!'ltt.:-.,.,ots t~ c-=ilcul:ite the r)'1thn~m~ of a!"\ "r"'•• 1ata segme'1t 
b:=ts~'1 on t~EC> c.teJr-ance :lf the nr'> ·ess 11ust conslier the 
dirPctorles ~s wPl I 2~ nlace ~,ough links In a ilrectory to 
fin~ t~e s~qment hy ~ calculat~d ~ntryname. 
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~ :l l 1 s t '> h r: s _ ~ w a k e !J o w i I I "' o t h ~ s LI c c e s s f u I l n s ~ r j l n ·~ 3 w a k e .J p 
to ~ nrOCPSS with a lower cle~ra1ce. 

s 0 n 1_rri-?.ss;:iqe 
(Hin wrlte-,jown r~stri::tlon wll I ~ffect tl"lls as w~1 I) 

TPG within -~ orocess wl 11 "lot be ~f fectei nor wi I J 
~rl,ln~tinq in -in~ 1. 

.:in v wak euos 

C:: I( c e o t l on s w 1 t I b ~ 11a1 e f ~ r t h E' 1 n 1 t i <i I l z ~ r an j th e I I~) 
c00r1irY::tt!')r so the follnwlnr::i functions wi II st i II worki 

foqout 
n·~w_oroc 

dnrint 
ent0r_a~s_rel.J~st 

lrstal I 

fhls sectiol"l is 1ivljej Into two ~arts since the guidelines for 
svstem ful"lctions ls concentually a little different than for user 
suhsvstems, tho.Jqh th<>v wl 11 ":lath he s:Jbf P.Ct to the s:~me 3ccess 
control consi1er1tior'ls. 

~. System Functions 

1. i=-ach Process should be "a1 lslanrl unto itself... P3ssing 
information 3monq orocesses other than throuqh ring J datd 
se1rnents m:iv create tdJ tr0Jble (i.e., wltl "'lot w'lrk unl~ss 

the cl~a~anc?s are a1u~I). 

?• ~essage seqments have caused ~eal headaches Ii the context of 
security 3ccess controls. This ls bec~us~ the implementation 
re1ulr~s ~w access for 311 pro~esses while the rln1 t 
oroc 0 curP.s orovlde their own access CO"'ltrol mech3nlsm. 
Si~i l~r nroblems ~~Y occu~ in rin~ 1 taoe man3gment and/or vds 
segmRnts for demount~ble disk unl~ss we are C3reful In the 
'1es i gn. 

Th~ ~ost basic tenet of the security desiqn is that ring O is 
t~~ acce~s control kernel: future extensions to ~ccess control 
must he l~nlement~d in the kernel in order to work orooerly in 
a multilevel environment. The oresent c~nfllct (message 
se1mentsl has arisei because the access control decisions are 
~a~e ln rinq 1, which ls not trusted, nor a oortion of the 
k:ern.,.I. 

-s-
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This la~t st~te~~nt ~3V 1poear to confti:t with the basic 
nurorys~ of the rlnq conc~ot Ci.e., h~rdw~re ?nforced program 
controll"'i '1Cr:essl. Tn fci:t, the "i"g CO"'IC~ot is still vali1 
In th=Jt 'rn lnn<=>r rinq pr1Jg,..a11 wil I stit I be abl~ to mediate 
wh~t ever mo1e of ~ccess the haroware sunoorts for the process 
in th~t ,..inq. The only conflict occurs whe~ out~r rings ar~ 

us~d for svstem functions rlhlch must soa~ ~11 classlflcations 
3nrl ~re thJs in viol~tion ~f the new access control rules. 
Tl-\io:; orobl~m wi I I r~ltJi,.. 0 further stl1rly 3n1 we hope to 
stimul~t~ a qood i~31 of discussion and sugg~stlons of how to 
solve it ~nd still ·3i'1ere to the ourpose of the l'lew access 
controls. 

~. 1u I svst.:-rn functions whic'i are written to :>rovide a b"lsic 
cao~hilltv which will b<=> needed by all u~er ~rocesses must be 
c-:;ir~fullv structure::! so the:it! 1> usPr wrlteabl e data ca'l ne 
segreqat~j by process clea,..a~ce, or 2> user ~rlteable data ls 
stor~1 a~1 writtPn bv ring 0 oroceiures oily. Any other 
iAsl~n ~naroach wil I res~tt in a basic system function being 
unavaltahle to some set of Jsers; which could reduce the value 
of the svsteTI to ~ ootentl~l customer. 

1. User- c:;ubsysterl! Design 

The rn=ii"'I difference ~?twee~ sy!'>tem functions and user ~ 

subsvste~s i~ that the system orogrammer must consider 3 

jeslqn which will be ::iv::tll::iole to all processes on the svste11; 
where~c; the writer of ~ user subsystem can be free to choose 
if he w~nts to restrict hls jeslgn to ~ slngle clearante 
level. Tf a 'ilnqle ::te.'lrance desigr is acCE>".>table~ he wll 1 
not h.::ive to worrv about the "ew access contr'lls at all <short 
of the correct lnlti31 classlflcation of al I seqments.> If a 
nulti~le clear~nce rleslgn is called for, t~e conslderations 
for c;yst~m functions wll 1 ·-ioply. 
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