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Prooose".I Device 1nd Volume r~:ina1e11~nt i:-:icility 

This document provides an ovP.rview of :i oroonsed Device ~ni 
Volume ~anagement Facility. It is an atte'!'IJt to describe thP ~e
vi: e and Volume Management Facility in its ultimate form, an~ 
rlo~s 'lOt address either the questions of im"Jlementation det;;iil nr 
i n t "" r i "' Pa r t i a l i mo l e m e n t a t i o n o f t .h e f) e v i c e a n rl Vo l u rn e .,, a n a a "' -
~ .. ,t Facility nE"eded ti s:itisfy oro·iuct cal~ndar reauire'!'IPntc:;. 

The "roposed Device and Volume M~n:iqern~nt F:icilitv nr0vi~es 
a 'lleti')d for controlli'lo, allocatinq, -3ni acc,.,•Jntirq ft.:'": 

1 > D .. vices such ~s tape drives, disk drives, printers, ounche~, 
card readers, MPC's, f\letworl< riseurio-'ch=J'lnels, terll'li"lat rli;:i.,
~els, and major svstem modules such as CPU's. 

'' ~erlia 'lni other volumes such as taoe reels, disk oacks, 
::> a p er s t o c k , o r i n t t r a i n s , N "! t w o r·k h o s t s , a n ~ s t C'I r <l '1 P ~ v s t P 'Yl 

t oqical volumes. 

T~e proposed Device and Volume Manaqeme"lt Facititv or~virl .. ~ 
t~~ fJllowinq features: 

1) Reqistration facilities fnr ~evicesl~eiia 
'' l\ccess control for devices/medi~ 
~) ~edia verificatio"I facilities 
4> -ut~matic runti~e rlevice/~erliu~ descri~tion f~cilitiPS 
~) Dynamic ~cquisition/release of devic~s'~edia 
") l)evicelmedia accouritinq facilities 

~ Prereoistration of devir.es and vnlumes 

l\ll co"ltrollahle devices ;:in-i media which are to h"' waiL~hle 
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tn ~"'Y usor ,.,,u<:t ~e nrP-rP~istPrerl on the ststem by a site <1dmin
i st r'ltor. "!e'1istr.~ti0"'l is ~i,.,,nly the pr)cesc; of introducinC! 
C'"'lkinn kno~n) t~e existenc 0 of a new rlevice or volume tn the 
syste~. The r,,.nistration infnrm3tion will contain such snecifi-
c:.it i"lns ~c; the ohvsic'll location of ttie device or volume, an /\JM 

accoc;c; class !"lr acr:ess cl1ss brackP.t within 11hich thP. use of th,,. 
rl~vice nr vcdul"1e is allowei, and certain r1ttributes of the rlevicP. 
or v 1 l urn P. ( w h i c h a re ~ e ·s c r i '::Jed rn ore f 1J l I y u., i P r "n e v i c e an r1 "'e d i a 
nee; cri ('It i ("Jn.") 

J PCr Re~istry 

Ppoi<:trittirrn inform<iti0n for all devic!"s and volumes will"'"" 
s~'1rei in a ce~tral 1atabitse in rinq 1, and will be acc 0 ssihle tn 
nor .... 11 1Jsers only thrnuqh controlling nroceiures in rino 1. Tvo-
inl it~,.,s which He l<ent i"'l this rlatahase include all the it 0 '1'1S 

s•nnl ier. ~t rp;:Jic;tr'ltion time, tlie accou"ltin'1 owner, (1) the 
n1th.,a~ 0 of tlie ACSr a DTLl and nr~, a voluTie UID for the volu~P. 
~.1.,,oer .,,ech:inism, 'I user CO'Tl'Tlent field, an-j sn on. Us<>.rs will bP 
all0we'i to altPr ·" c; 0 ler.tei few of these ite11s subject t".> tliec:;e 
int .,,r..,erli.:iry Modulec;. Device anrl voturne 'TlanaQem~nt will he ner
fnr,.,,e~ in rin1 1 ~v the user's process accor1inQ to information 
c;t)r<>i in tlie Renistry. 

,.lier~ :..iill he a s1>oar:ite 1atabac;P containinq volume 'llan:fo<>-
..,"',t nar3meters. Tliis database will be i"'lstallerl in thf' ,..an.,er 
0 1 otliPr syste.., ~1tahasf's (c;uch as PDT's.) 't wit l ccntain na'llec:; 
f..,,. "f I ievi ce Jnrl volumF> tvnec; (,:>.q. "printor", "".:lac'<", 
"t 3 ., "_ rJ r i v o '' ) rJ e f i "l P :i on t Ii e sys t em , n a"' es f o ,. a l l t he o o c; s i Ii le 
1•tri,,utPc; f0r P<H:h ·ievice or volume typF> (5ee Q~~ikf .ac.d '.:'.frH~ 
~~s,cicliD~), anrl other information about attributes nPerle1 !n 
n er f 0 r ,.,, at t r i hut e 'Tl :it ch i n ri as rl e s c r i b ed i !"I a l ate r s e ct ion • 

::> l\ccpss t"l rlevic1=> or vol•Jme via AC5 segment 

ThF> 'lccess contrr:il of =ill devices 'l'ld volumes will '1e comou
t<>4 usin<l both the acc,.ss on an Access Control Ser:'!ment (l\CS) for 
th'lt ohj<>ct 'Ind cert:iin limitino infor11ation keot in the Peois
t r.,, • 

:) M,,.thndnln~y for ~eter'llining ~ccess 

The n at ~ n a me 0f tliP. 11.cs for any aiven ievice or volu,.,,e will 
cont~ineri 1n the P.e~istry. Access to the ~evice or volume 

z;~-~~;-~;;~;~~~i~;-~~~;;~-i;-;;;-;;;;~;-~~;-~;;;-~~;;;:~-~--~i~~ 
r:ite every 11onth or so for the nrivilege of liaving the resource 
Ce.,. one of thP site's tane sl0tc;) for his exclusive use. 
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rP':lresent!"d bv the l\CS will he CO"''"lut!:.>d .Hrtlv from th .. l\('t_ and 
ri.,g brackets of the ACS. (If no ~CS exists, the default ~CL ic; 
"r?w" to the acco11ntinq owner.> The allowa">l~ .11r-., clasc; ,,,. r::inq~ 
must be factored in also: however, because ~he AI~ class of an 
Af.5 which is in the control of a user c:i., ~e ch::ingerl at will hy 
deletinq anrl re-creati'"IQ the ACS, it cannot be trust .. d. Therp
fore, the Reoistry wiil contain the AJ.~ cl3ss or ran~e wliicli is 
ao,licahle to the rlevice or volum~. 

4aving read and write effective 1ccess (~fter rina hrarkPts 
an1 l\I~ have been factored in> on the .l\CS will '!lean tlie olivious 
thinqs with resoect to the device or volu'lle. There do not seem 
to be any reasons why a user shoutrl have to have write ::is well as 
re 3 ".f to a v o t u me t o mo u n t i t f o r re a d-o., l v: ho we v er , i f a ri e v i c P 

is in a less secure room, secure information can ~e tr::insmitterl 
to unauthorized onlookers via orlrl met'ioric; "'Jch as taoe C'r hE>~~ 
motio"l if we allow this qeneratity for rfevicPs as we 1 1. Tlier 0 -

fl')re, a user- will still require "rw" effective access OI" ~; .. vie .. 
t,., assiqn it to a orocess. 

~xecutive ("e") access to thP .A.C«; conf~rs on thP ooc;c;essor 
th~ cower to alter certain sPlected attrijJtes of th .. ~ .. vice or 
V!')lume (more on attributes latPr.) 

o .I\ P1 c on s i de r a t i on s 
qecause of the require~ent that ohj .. cts be ablP t~ c1rrv a 

ra,qP of ootential AIM access classes rather t~a') a sinqlP. accPsc; 
clJss, certain other restricti~ns are nec?ssary to ~rPvent ~nm

or1~ise of data within anv such bracket when uc;in1 ~ volumP 3~ an 
inter'T!e~iate reoository for the information. Whe"l a usPr dvn;i"l
ically ac~uires (1) a resource, his current ~T~ class is noted in 
the registry and "Jeco'!les the current "1:11 class of thP resource 
for the duration of thP acouisition. This attrihute orev .. nts a 
or~cess from writing secure data onto a volJ'lle at the hia~ en:i nf 
th 0 potential AIM hracket, then loqainq in at the tow en; anrl 
rea:iinq the data back in. The only case in whic~ the current A.TM 
cl_3ss infor"1ation on a volu'Tle will inste;id he allowe:i to h .. an 
~I~ range is if the volume is a storaqe svstem ohvsical volu'llP, 
for ~hich th 0 stora~e system orovides th~ ~rooPr AIM protection. 
Devices which are not dynamically acquira~le (for instanc .. , th .. 
accountinq ~wner of m'Jst taoe drivP.s will '.)e the Tnitiali1er fnr 
acc"l•Jntinq ourpos!!'s) the current A.I·~ ctass information '"·"Y .=tl<;0 

~e a ranQe. 

o Protection for "disc~rdPri" rl~ta 

(1) ThP wnr':t "acouisition" is userl to distir-ciuish betWPPn con'"' 
tr3ctinq with the system to bPco~@ the ~ccounti"l3 ~wn~r of 3 ~~
soJrce, and "assiqnment", whic~ is a quarJntPe to the e~clusive 

ahi lity to physically use a rf"sourc 0 for a '.)lock ..,f time. 
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'I nntificati11, will occur w'ienever a V'llume is rPlP.:iserl (t,.,P 
">!'.l~osite 0f .:i1>1uirPrl) t'iat will inform the ooerat~r of thrtt f:ict, 
c;:1 th1t tlie volurne "lrtV be -!eqaussed. An ootion will he orovir:l,,.d 
t'i'lf: wi tl l'1ck 'Ill relP.a'\ed volumes in ai unavaila~le stat!" so 
t'i1t thf>v "'"Y n0t 'iP auto'l'latici!lly acouired by any other •Jser 
until th°. O'lP·rat0r ha'> exolicitly indicate; that the volu111Ps .:lre 
~~'l~V to re-entpr the fre~ nool. 

" It 'II e--! i :i w i I l be· ch e c k,,. rl for l ::t bel s, i n c l u di n q .,, e di a "'hi ch 
;:i r e " le n o 1m " t o he · u .,. l a b e l e -! • T h i s l a be l c Ii ~ c k i n q i s f o r t h e n u r -
onc; 0 of dPterti">q .,,~unts of incorrect vol~'Tles. Label matc'ii"a' 
v ~ r i f i c a t i on , a nd :i u t h ~ n t i c a t i on f a c i l i t i e s w i l l o e v e r y s ; m i t a r 
t"> t~~c;P. curr~ntlv ">rovide1 il"I ~R~.O. 

"' Manu~l l:ihel authentication 

T'ip sitP shnuli he ahlP. to sof>cify that everv label 'llismatch 
:i u t he "' t i ca t i on "'u s t b ~ e.x o l i c i t l y t y p e 1 ( i • "'! • an a u t hen t i c a t i on 
o f "* * *" "' i l l n o t Ii e oC" r"' i t t e d. ) 

n Man1~torv l~'iel tvpes 

~ site s'ioulrl b~ :ihle to reiister volu'l'les with rnan1atory 
l ~ h ,. l t v op s • I\ l t ~ o u.., .,, i t ma v n o t b e po s s i b l e t o o r e v e n t .:i -! e t ,,. r -
"1i"'IP-! tJSPr fr"I.,, crPatinrJ ar~itrarv labels oi I/0 volumes, once lie 
h :is -! Ol"I i:> c; o t h"' v o t u"' e w i l 1. he come i rn o o s s i b t e to re - "'QU n t • F fl r 
i">'>t'l"1CP, a sitP m'ly c'ioose (f')r security o:,,rposes) not to reais
t<>r 1ny v'll1J"1P witli a pntPitial attribute of "unl1beted". ~l50, 

a vol 11rne e1<Pcutiv" m1y set on!!' of the oote1tiat label attributes 
ac; currPnt 3"1~ or11t 0 cte~ (as explained beta~), forcinrJ all usP of 
liic; volu,,,~ tn ~e ".1!rfnr'Tler1 i"l th3t 1110~"'• 

:> P")tP'1tial :ittril-:l·utec; of a 1evice .,,. volume 

T h e s i t P· a rl m i n i s t r a t o r w i l l b e 1 b l e t o s p e c i f y d e v i c e s a n d 
v~l ·J.,,~s lS nossec;sinq a set of ootential lttrib1Jtes. These at-
tri b~tPc; 'TlaY dec;crib 0 nhvsical oroperties of a device t")r votu.,,e 
(c;uc~ 3c; c!rtifie1 to 6?~0 9PI, or mountabl~ on an MSU45Q), log
ic1l oronortin-s (c;1Jch as lah1:>LP.ci in l\N~I format, '.)r stor3qe svs
tP'!'I ,,:icJ<), or conrll'>r.t·;:ihi lity Cacceots re'l'lovable orint trainc; .. > 
An item sue~ ac; 1 ch~r~e-tyoe for accountin1 purooses, although 
i "c l u -i e -l i "' t he q e 1 i s try, i c; n t") t c on s i de r e rl an 3 t tr i but e. For 
insti'l"1CP1 t~e ad.,,inistr3tor can snecify that a certain hlnck of 
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taoes can i,,. recorded at 55f,, ~VH), anri 1600 ~PI, but n()t "i?5f'l 
RPI. Most common ;:ind useful attribut"'s will have syc;t<>"l--iefine1 
na11es. Howevpr, sitec; c..,n, if they ch'>O!>e, e'l(te"ld tlie attril-iutf!> 
set i,, a tabular manner. For instance, a site could rlf'>finP hoth 
t't::>es an,i ririves with the .::ittribute "builrlinq_V', an':i reriuir<> 
tl-iat any reel with that attriliute !'ir:o IT'ountei on a rlriv<> ~l ~,, ros
SP~Si"ln that attribute (more on attribute ~'ttchin~, bPlo~.> 

o Grouping of ::ittributes 

'.: er ta i,, f'll ut .u a l l y- ex c l us i v e o o t en t i a l at t r i but e c; w i I l "- e 
qrou~ed, such that turninq anv one of tie gro~o on c::iu!>es the 
oth'?rs to hP turnP.rf off <P.q .. 5561=1PI, grinPrI, and 16\lr\8PI.) ThP 
site ~d~inistrator ~ay rlefine the arouoi,,qs ::is rlesired. The 
or'.>uoinqs will then be largely transp;:ir,.nt to the orier;:ition rd 
tlie ~echanism, excf'>ot that they will re~ain exclusive. 

n Syntax of attributes 

These a t t r i hut es -.Ni l l a pp~ a r t r"> the use r v P r v m 11 c h l i It e t"' r -
mi,'tl "morJes", and the syntax for orintins;i ::>r chan,,in,, t'H•rri will 
lie c;i~ilar. This will eliminate the current oroble~ of ~1vin~ to 
re~ister a new control ar~u"lent for '!very c;::><>cial feat11re rd :iny 
~P.vic"' which the us~r ~ust b 0 allowed try c;o!cifv. 

~ Current ~ttributes of a rlevice or volumP 

11.,y usP.r with "rw" effective accec;s to a rlevice nr volu"le 
will have the ability to set any l)f these 01tential attributes as 
current attributes. Jn some cases, T/0 m~~ulP.s m~y ~o thic; i~
nli citly for the user; or the user can a;>xolicitlv snecify n°w 
~urrent attributes.. For examole, the us!r ~~Y so<>cifv th3• ~P 

now wishes to use his t~oe as a seva;>n-track t3~P. 

~ Protected attri~utes of a device l" volume 

The device or volume executiv<> will have the ;:ihility t1 set 
anv of the current attributes as orotected 3ttrihutes. I~ 'tn 1t
trihute is not protected, 1/0 modules an1 Jther proar~~s will he 
a b l e t o i ~ p l i c i t l y c h a n q e t h a t a t t r i b ut e • T f i t i s o r o t " c t " ri , 
exolicit user action (by a user possessinq executive pPrmic;sinn) 
~ust occur to chan1e the state of that ~ttributF!. Fnr instanr.e, 
if .:i t'tpe has the seven-tr3ck attributf" current aid an .'tttpmot is 
ma'.'.le to mount the tape on a nine-track ririv 0 , SOIT'? (c11rrF!ntly un
sneci fied> intermedir1rv procedure will atte11nt tn c;et thP tan,.•s 
ni"IP-trar.k attri~ute.. If t'ie <;P.VP"l-tr!tclc- 1ttrihute w.;1c; not riro
t,. r. t e ".! , ; t w i l l s u c c e e :1. r f i t w 'ts n rn t e ct:> d , a rl i a,, nos t i c ,,, i l l 
h!'.' ,.,rintPrl lllni the "!IOI.Int will f~il. 

The a·i~i"listri'itor :..1ill =!lso have th" Dilitv of r;nt>r.ifyin:l 
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•..tl-dch rd t"ie c•1rrt-nt ;ittril-iutes of~ volJ"'e rE-1uirP. .1 matcliin1 
.::ittri"i11t" in th"' i1>c;cdotinn nf ,1 rlfl'vice hf'fore that vnlumP m1y 
h,. ..,..n11nt'"··l nr"I th~t dt"vice. For in!;titnce, ., .. Coln !IPfl'Cify tl-l11t ·'"Y 
t,.,,. with t:h..,. c;~ven-tr,,ck .!'lttri~ut@ curren~ly ~ctivtti rn11qt '°''" 
mn:;nt"d nn a c;evp11-tr.,1ck tao~ ·irive. Tlo\i!li "ot only c!ttChf"S riP
vicP/v,.,l11rnP misrn:itches, hut for P>eample allows the oronri~er1 rps
~rv1tinn mech'lnism to ~ealizP th~t a us~r resPrvinq a orivatA 
~ic:k loqical v~lu11e consisting of two ~'"tysical oacks also re
qui r~c; two soinrllPc; of t'"tP riqht model wliicli are al locater! to 
st'lr,1f' syste11 use Cr:ither tli-'!n TIO use.) 

~11to'T1ate1 meii1 .-icquisition should bP. ::iossible. That is, 
r1th~r than havin1 a syste'll administr-'!tor intervene whpnever a 
uc;!r wis~es tn ac,uire a volu"'e Cor release 'ne), a user shoul~ 
b"' 1h~P to r~quest a v~lume ~irectly from tlie system. T.,e user 
!'1 a 'I s 'J e c i f y i n w h i c h di r e c t or y t Ii e I\ C ~ w i I. l b e f ou n 1 C i t w i l l not 
h1> ,utomatically createrl.) The user may ad~itionally soecify at
tri bJ4:es 0.Jhic"' tlie volu'lle choc;en must oossess Ce.q., "Assion 'TIP. a 
ti:>o whic~ ic; cP.rtifie1 to .t,::>'i') ~PI.") Sit~s should bP abl,. trJ 
~n=ti.,l 0 nr 1is"lhlP. this f.-:tcility as they choose, as well as to 
li~it t~ic; facility tf'l certain groups of users while rlenyinq 
nt"inrc;. The :::icouisition or:>cess may alc;n :>e oerformed 'lt rel'.lis
tntinn tirne hy tli<> site ad'l1inistrator. This ensures t"i~t systll'm 
t~o? 1rivAs cannot ~~ 1vn1mically ac1uired, and allows for 
arr.-:tn~A~Pnts hetwPen t"te sit 0 a~~ 3 user ~rnuo such that .'t flat 
r1t 0 :1Pr 'l!Onth may he :nirl for the orivilerye r,f i::iuarant,.e'1 P.)(

c I J c; i v e u s e o f a -i A v i c e s 1J c h <1 s a d i s k d r i v e • 

Tl-e "!evice .'tl"lrl Vnl•JrT'"' ~~ana1i:i,,,ent Facility must be .::ible to 
s11only :iccounti111 iriformation concerninq 3ll events which coulr:I 
'10te"'ti:::illy he viewer! "iv a site as heinq :iu:Htable or hillal-ile. 
~)(~~nles wnuld bP volum~ ac1uisition, release, label mism~tch, 
:itt"''Tlntc; t0 use in.'tccessible volu'l!es, mounts, device assignments, 
:i"'i 1~vicP .'tssian~Pnt 1urations. Auditinq a~d security i"for~a
tion woul~ ~e lryq~erl uc;ino current faciliti~s. Accountinq infor
m:it io-i wnul1 b~ tranc;rnitted to the InitializPr as each hillahli:i 
ev~nt occurs, via t"te TPC mechanism~ The 1-iitializer will c~ar:Je 
for t~Pse Pvents accoriinq t'J c;ite-definei :>arameters. 

l\lso irnr..10rt-1nt is that t'1P facility he ::ible to hanrllOD.1 ;., ::in 
efficient 111Jnner, re1ui;osts frol!l users. to li;t all their acauired 
v~lu~e~ ~r~ devices, a~ wPll as requests from oroject ~dminis
tr~t~r~ a~rl rP~l-ti~0 re1uests fro~ syst~TI ad'llinistratnrs anrl 
t11,ers, frir the sa"'le tYPf> ~f il'lformation. 
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