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Sublecty Operatling Instructlons for the Network Daemonr

Introduction

The ARPA Network connects about flfty computer systems (known as
“hosts') for the purposes ot resource sharing and facltltatling
very remote terminal access to time-sharina systems. The
Jeographlc range of this network currentily extends from Hawaii to
dastern Furope. Multlcs wuses a software subsystem called the

Network Control Program (NCP) to connect It tn the ARPA Network,
via an Interface to the Muttics IOM called an Asynchronous Bit
Sarlal Interface (ABRSI), and a special computer called the
Interface Message Processor (IMP), Rroadly speaklng, the Network
software alinows Multics processes to initlate contact with other
nosts on the network, and 1t allows other hosts® processes to
communlcate wlth Multics. In particutar, It atliows other hosts®
users tn 1oa In to Multlics as Interactlive users through an ARPA
Network connectlon rather than 3 dlrect-diafted telephone
connection.

The Muttics NCP requires a system daemon process to manaje
traffic between Multlcs and the natwork. The *“Notwork Daemon’ is
a3utomatically lolged In whenever Multlcs Is started, as the user
“Network_Naemon.SysDaemon™, with the source ldentifler “nw".

Users togaged In to Multics from the ARPA Network are Just like
users logged In over ‘telephone connections, as far as the
operator Is concerned, Their channel Jdentlflers have the form
“nat001" and so forth, The terminal I0 code listed by "who' for
A network user wlll be the four-character slte mnemonic listed In
appendix A4, or the string "“NET"™ |f the uyser®*s slte cannot ba
1otermined, The “bump”™ an® "warn' commands whlch are used for
rejqular users w!l!l work for n2twork users too.

fFach network slte has an IMP, which is a smati comouter,
controlited by the Network Control Center at Rolty, Beranek, and
Newman [n Cambridye, connectel to the host rcomputer by cable.
The IMPs are inter=-connected by spec;al high-speed telephone
linas, which they use to pass messages from IMP to IMP3 since
e3ach IMP s connected to only a few other TMPs, 3 message from
one host computer to another may be passe” through many IMPs, If
the Multics T4P goes down, or ls taken down by remote control by
the Network Controtl Center, not only wltl all users logged In vi3
the netwnrk be togged out and all network communication links
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with Multics be broken, but other IMPs wliti have to re-route
thelr messajges around the Multlcs IMP.

When the network beglns operating, it must first Initialize the
NCP, Then [t enters 1ts normat operating mode in which 1t
orovides service necessary to malntain traffic between Multlcs
and the network, The daemon must be In contlnuous operation
whenever network users are to be served; 1f the daemon process

{s destroved or the NCP |s turned off, R exi{isting network
communlcatlon tlnks wlill be destroyed, and all! users ltogged In
via the natwork wlill be automatically lo3gged out.

In addltlon to the normal operating mode,y, there exists a petwork
axec moda, Iin which operator commands 3are accepted, When the
network daemon ls In network exec mode, !t cannot oerform  normal
network service and Important functions wiltl be delayed untlil it
returns to normal operating mode. Therefore, white the NCP s In
operation, the Network Daemon should not be put {nto network exec
mode except at the request of responsible members of the system
programmlng staff, and the Network Oaemon should be returned to
operating mode as soon as possible.

Qperator Interventlon

The network daemon Is Intended to run completely wlithout
Intervention from the operatory, both un“er normal operatlion anAd
In the event of most network fallures,

There ls one type of network fallure whicn is wvery common, and
for which the network daemon has a timited capapniilty for
automatic recovery, If the IMP falls (hs It Adoes with some
regularity), or 1f the cable connectlion tn the IMP encounters
sSome error, network communlicatlons become disruoted and wusers
fogged In. via the network are togged out. A message of the
fotlonwing form appears In the network daemon®s output:?

1234 nw network_exec_?! IMP state has changed to XXX-

If XXX 1s "down", the IMP jtgelf has falled. The Network Jaemon
wilf{ walt untlii the IMP state changes to "un', and then reset theo
NCP spo that network processling can rasume,

1¢ XXX Is ™"absent™, the Muttics system has not been conflgured
oroperty., The operator should check to make sure that the A3ST
on the service I0OM s connected to the IMP cables, (If the A43ST
Is connected to the IOM throuah a perioheral switch, the operator
should check the peripheral swltch settings,) When tha
conflaguratlnn error has been flxed, the IM0 state chanjes
aytomaticalty to *"up'y and no further operator action iIs needeli.

An IMP state change messaqge of any other tyne Indlcates that some
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error whilch s fatal to the Myltlcs network subsystem has
occurred 'n communicating Wwith the IMP, At network
communicatlions are disrupted ani network users are In3yged out.

When an error of this sort occurs, the network daemon attempts to
aytomatically relnlitiatlze the NCP, Operator intervention Is not
requlred,

If a tatal Internat error occurs, or [f an excessive number of
automatlic relnltiatlizatlons have occurred, the message

NETWORK CONTROL PROGRAM HAS GONFE DOWN

Ils printed on the B80S console, wlith an audlible alarm, Tha
Network Daemon prints a simllar message, and 3utomatically enters
network exec¢ mode. This always reaquires operator Interventlon.
The operator should lssue the command “re_Init", TIf tha NCP wlltl
not stay up after several attempts, contact the programming
staff.

2tnork £xec Mode

To enter network exec made, send 3 aquit to the Network Daemon.
It witl type

1234 nw NFEFTWORK PROCESSTNG SUSPENDED

1234 nw Enter RPequest?

-=> NwW
Repty to the network command using the system control! *repiy”
command, for examnle:

r nw re_Init

The Network Daemon will process the rejuest and, excepnt for
reguests which remove the Network Daemon from network exec mode,
Wwlilt then walt for another reauest, If the NCP is operating, do
not remain In network exec mode any Jonger thanr necessary.

There |is 3 safety timer which will automatically cause the
Network Daemon to return from network exec mode to operatlng mode
30 saconds follow!lng the last request [f the NC? Is running.

Network Conitrol Center

In certaln clrcumstances, |1t may be necessary for the operator to
contact the Network Control Center jirectliy. Local Ssite
procecures wlltl specify when this procedure should be followed,

The telenhone number for the Network Control Center at 3Boit,
Beranek, and Newman In Cambrldge, Mass, !s (617)-661-N100.
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adnmln

tommand: aimin
Eftect: Enter "“admlin'™ mode

Usage:? Adimin mode allows the operator to use
Naemon process to execute normatl Multics commands,

r nw aimin

to enter admin mode. No password s required,
network exec mode, typ2

r nWw ame (or "admln_mode_ex]t"™)

Ecrors: none

page 4

the Network
Tyoe

To return to
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comment
Commandt comment
Eftact: Add a comment |ine to the netmork log
Usage? Thls command olaces the remalnder of the command |in=2
into the network log as a comment for the system programmers,

For example, the operator may type
r nw comment COMMENT TO GO INTO THE LOG
The comment may [nclude spares.

Errcocs? none
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Jown

Commang? down

Effect: Turn off the network subsystem

ysage:? This command aliows the operator fo turn off the NCP3J
that 1Is, to disable all communications between Mulftlcs and the
network and to bump all users logged in from the network,

grcors:? none
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dump
Gommangd: dump
Etfect: Create a network dump
Usage? Thlis command creates a network dump segment recordling

the current state of the network subsystem data bases., To record
an abnormal network sltualtlon for later Irspectlon by system
programmers, type

r nw dump
The dump command will print a dump ID whlich Jdentifles this

particutar dump, It should be reported to the system programmers
nho are to examine the dump.

Errocse none
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hotld

fommand: hoid

Eftect: disable the automatic return from network exec
Usage: Fxcept when the NCP s not op=2rating, the network
daemon automatlcally reverts to normal operation from network

exeCc mode 3q seconds followling the latest command. To disabile
thls feature, type

r nw hold

This hotd has effect only durlng the current Invocatlon of
network exec mode.

Secause the automatic return from network exec s an important
safety feature, the hold1 commani should not be used except in
extraordlnary situatlions,

Errorst  none
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Command:? host_1ist

Effect: Process "™host_actlvation_tlist"”

Usage? The NCP  requlres that each host on the network with
which It Is to communicate be speclfled to It prlor to any user
communicatlions Involving that host. These hosts ara
administratively speclflen In 3 segment name 1

"host_actlivation_list™ whilch [Is automatically orocessed when the
NCP Is started, This command processas the 1ist manually,

Except for the "up'" commangd, Al ways of starting the NCP
automatically process the "host_actlvatlion_tiist"™,

frrorst

network_exec_t entry not found, nost_activatlon_Ilst
Also see errors for host_up
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host_off

Command?: host_oft

Etfect: Turn off a3 network host
ysage:s This command permlts the operator to dlsabte

communicatlons wlth 3 prevliously enabled forelgn host, Type
r Nw hOSY__O\'f HOST.‘. HOQT? * s 0
to turn off HOST{, HOST?2, and so on. A host is speclfled by its

network adiraess (in octal) or by 1ts5 four-lattar mnemonlic name.
(See Appendlx A.L)

Errorst
network_exec_! Entry not found. HAST]

network_exec_3 Communications with this forelIn host not enabled,
HOSTI



MULTICS OPERATING STAFF NOTF MOSN-H/,4,.4 page 11
11707773
Network Daemon Commands

host_on
command: host_on
Eftect? Turn on a speclfled network host
Ysage:? Thls command perm]ts the oparator to enable

communications wlth a currently un-enablad forelgn host. Type
r nNw host_on HOSTi HDSTZ e 0

. host {s speclified by lts network address (in octat) or by lts
four-taetter mnemonlic. (See Apoendlix A4,)

Ercrors:

network_exec_t rejuest Is Inconsistent with state of socket,
HOST]



MULTICS OPERPATING STAFF NOTFEF MOSN-BF. 4.4 page 1?2
117077773
Network Daemon Commands

fogout

gaommand: 1ogout
Eftect: Turn off the NCP and 109 out the network da=2mon
Usage:? Sometimes the network hardware or software is

hopelessly damaged, so that attempting to use It may cause
Muttlics to crashe. 1f such 3 situation arlses, the operator may

wish to completetly shut off tha networke. The fogout comman-
turns off the NCP, so that natwork communlicatlions are dlisapliai
and all users logged In via the natwork are bumped; it then logs

out the Network Daemon.

Use the "loaout™ command to the Natwork JOaemon rather than the
system_control fogout command, or the NCP will keep fusslng that
the Network Daemon must be restarted,

Errors? none
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new_proc
Ccommand? new_proc
Effect: Cause the network daemon to switch to 3 new process
Usage: The new_proc command causes the Network (Jaemon to
requast a new process from the answerlng service. When the new
process ls created, the Network Daemon will automatically start

the NCP and begln norma! operation.

Jecause this command disrupts any current network communications
and bumps users logged In from the network, Its wuse should be
fimited to sltuatlons In whlch the NCP Is not operating or s
mal tunctioning,

Errors? see Errors durlng Initialization
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re_Inlt

Cammand: re_Inlt

Effect: Reinitiallze the NC®©

Usgage? The re_inlt command causes the NCP to be reset and
started agaln. Al users currently togged in via3 the natwork
wll! be logged out, Tne Network Daemon wlitl reinitlallize the NCP

and return from network exec mode to normal ooperatlion.

3ecause thls command dlisrupts any current network communications
and bumps users togged In from the network, |ts use shoull be
timited to situations In which the NCP 1ls not operating or Is
mal functlonling.

Errors: see Errors auring Inltlajlzatlon
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start
Command? start
Etftect: Return from network exec mode
tlsage: The start command causes the Network Daemon to return

from netnwork exec mode to norma! operatiny mnde.

Errors? none
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survey

Command:? survey

Fftect: Print 3 survey of network actlvity

Uysage: The survey command orints a brief on-llne survey of
network activity.

grrors:? none
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up
Command: up

Effact: Turn on the NCP,

Jsage:? Thls command turns on the NCP  wlthout processing

“host_activation_t]lst*.
The Network Jaemon raemalns In network exec mode.

Errors: see Frrors during Inltlatlization
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network_exec_?! MESSAGE, Fatal error quit Auring process
initlatization,

Source? nw (user_output)

Tima? Network Daemon startun.

Meanling:? This message Indlcates an error initlalizing
the Network Daemon. An error was returned by
the I/70 system when attempting to enable gult
signals for the Network Taemon. The NetwWork
Daemon will not come uD.

Actlon? If the network daemon does not o3 out, log
it out and back in Aajzain, and start the
Inltiatlization over, It the
re-initializatlon fallsy contact system
projrammers.

network_exec_t MESSAGE, Fatal error swdr during process
Inltiatlzation.

Source? nw (user_output)

Yime? Network Dsemon startuo.

Meanling:? Thlis message indlcates an error inltiatizling

the Network Daemon, The network daemon was

unable to sat its worklng dlrectory to
>udd>SysDaemon>Network_Nasmon, This may
occur because the directory has been lost in
a crash., The Network 0aemon will not come uon

untl) this sltuation is repalred,
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Agflon:

Network Daemon Frror Messages

If the dlrectory has been fost, attempt to
retrieve the dlrectory and then {og In the
daemon. Contact system programmers.

natwork_exec_t MESSAGE, “rror assc bringlng up the NCP,

Sourceae?t

Time:

Meanlng:

Actlion?

nw (user_outout)

NCP initlallzatlion.,

Thls message Indlcates an error Initlatizing
the Network DOaemon, An error has been
returned by hcs_dasslgn_cranne! when
attemptlng to create an event channel for use
by the Adaemon. The NCP cannot be brouaht up.

Contact system programmers.

network_exer_t MESSAGE,., Error crec bringing up the NCP,

Source:?

Times

Meaninag:®

Action:t

nw {user_outout)

NCP Inltiatization.

This message Indlcates an error Iinitlatllzing
the Network Daemon. An error code has been
returned by lpc_3create_ev_chn whan creating
an event channel for use by the 13emon,. The
NCP cannot be brought up.

Contact system proarammers,
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network_exec_3 MESSAGE, Error ncps bringlng un the NCP,

Source?

Tima:

Meanling:

Actiont

nw (user_nutput)

NCP Inlitiatlzation.

This message Indicates an error initlalizing
the Network Daemon, An error code has been
returned by netp_tset_qglobal_evchn whan
attempting to set the event channel used to
report IMP state chanies, The NCP cannot be
brought uone.

Contact system programmers,

network_exes_! MESSAGE, Error ncpl! bringing uo the NGO,

Source s

Times

Maaning?

Action:

nw {user_output)

NCP Initlatlzatlon.

This message Indicates an error inftiallzing
the Network Daemon. An error code has been
returned by netp_3%nco_Init when attemptini to
In{itlatize the NCP, The NCP cannot be
brought up.

Contact system programmers,
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network _exec_! Rejuest lIs Inconsistent with state of socket, HHH

Source?

Timet

Meanlng:?

A-tions

network_exec_% RBa-d

Source?

Time:

Moaanling?

Actlon?

nw (user_outoput)
NCP inltiatizatlion,

Thls message Indicates an error Initlatizing
the Network Daemon. The host HMHH cannot be
enabled for communlication.

Note for system programmers,

queue entry TYPE returned by
ncp_Jaemon_wakeup.

nw {(user_output)
Whlle system Is running.

Thls message Indlcates an IMP error or a3 bu3
In the network software, The program
neto_%ncp_daemon_wakeup has returned a type
other than 3. The NCP will be shut down.

Take a network Jdump., Then contact system
projrammers,
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network_exec_t ad wakeup occurred on Index IT1.

Source?t

Time?

Meaning:

Action?

network_exec_t TMP

Snurce?

Time:

Meanlng:

Actlon?

nw (user_output)

Whlle system ls runninge.

This message Indicates an IMP error or a buj
In the network software.

Take a natwork dumbn., Then contact system
programmers,

going down In HOW_SOON for PREASON, Expected
Jown time ls HOW_LONG.

nw (user_output)

Whilte system is runnini.

Thls message s typed when the Network
Control Canter needs to shut down the Multlcs
IMP for testing or to reload the IMP

software, This Is a warnlng message only.,.

Note In shift to3y, so that [f users complain
that they cannot 1og In v]ia the network,sy vou
can explain that the TMP has been shut down.
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Network Daemon Frror Messages
network_exec_t IMP going Aown MESSAGE,
Source? nw (user_output)
Time: Whllte system Is running.

Meaning? Thls message s typed when the Network
Control Center needs to shut down the Multlics
MpP for tasting or to retoad the IMP
software,

Actlont Ignore

network_exec_?! Unexpected speclial IMP message of type TYPE
recelved,

Source? nw (user_output)
Time? Whlle system 1ls runnling.
Meaning? This message Indlcates that an

Incomprehensihle message has been recelved
from the IMP, which appears to be a *"sneclal
message.’ The messaqge will be lgnored.

Actlion? Ignore, uniess |t happens repeatedly., Then
contact system programmerse.
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network_exec_t TMP state has changed to STATE.

Saurce?

Time?z

Meanlng:

Action?

nw (user_output)

White system Is running.

24

This message s typed whenever the status of
the TIMP changes. STATFE  may be "™up'"™ =-- In
which case the NCP wil{ reset [tself? "down'

-=- In whjch case the N2twork Daemon wlili
clean up and sleep walting for the IMP to

come upy or some other value, In which ¢
the daemon wiill attempnpt to re<~initiallze
NCP.

If STATE Is "up*, lgnore, Dtherwise, walt

ase
the

3

few minutes to see [If the software recovars,

It It does not, contact the Network Cont
Cenfer to see Jf fthe IMP (s down, or cont
system orogrammers.

network_exec_t Frror whlle resetting NCP,

Source?
Timat

Maaning:?

Actlon?

nw (user_outonut)

Whille system {s running.

Thls message indicates an IMP error or a
In the network software, The IMP state
fust changed to "up"™, but th~2 NCP cannot
reset, The NCP will pe brouaht down,

Take a network AuUmMD. Then contact Sys
programmers,

rol
act

hu3J
nas
D2

tem
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network_exec_t Too many auto reinltlatizatlons,

Source? nw (user_output)

Timat While system Is running.

Meanlnag: This message [Indlcates an IMP error or a bu3y
In the network software, The Network DJaemon

wllf not try forever to restart the network
software, Tnls mescage IS typeda when [t
glves ub. The NCP will be brought down, an-
network exec mode w!l]l he entered,

Action? Contact system programmers,

network_exec_?! Ton many IMP state changes.

Source? nw (user_output)

Time:? While system Is runnina.

Meaning: Thls message lIndicates an TMP arror or a bug
in the notwork software. The Network Daamon
will not try forever to restart the netwpwork
sof tmnare, 1f errors persist, Thls message 1Is
typed when {t gives up. The NCP  wlll be
brought down, and network exec mode will ba
entered,

Actlon: Cont3act system programmers,
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network_exec_? Relnitializing the NCP,

Source?

Tima:

Moanling!

Actlon:

nw {(user_outout)

Whlle system Is runnling.

This message Inalcates that the Network
Naemon Is attemptina to re=inltiallze the
NCP, probably because the IMP state has just
changed.

Ignore

network_exec_%t Sending the NCP down,

Source?

Time?

Meanjing:

Actlion:

nw {(user_output)

Whlle system ls running.

This message indicates an IMP error or a bun
in the network software, The Network Daemon
nas decided that the NCP or the IM? {s beyoni
recovery, and [s shutting off fthe network.,

Contact system proarammers,
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naetwork_exec_t Network control program not !n operatlon.

Source? nw (user_outout)

TIima? Whlle system Is runnina.

Meanlng? Thls message lIs typed when the NCP 15 shut
off.

Action: If the network does not recover In 3 few
minutesy contact system programmers.,

network_exec_¢t 100 network wakeupsS, cpusaec = XXX, pages = YY+Z7,
Source? nw (user_nutput)
Time? Whlfe system ls running.
Meaning:? This message lIs meterina output, It sShows
the systam resource us3igs of the network
daemon.

Actlon? Ignore
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CAN®T INITIALIZE THE NETWORK OAEMON PROCESS.

Source? BOS console

TIimat Network Daemon startun.

Maanlna? This message Indicates an IMP error or 3 buj
In the network software.

Actlon:? Contact system proqrammers,

CAN®T INITTALTZE NETWORK CONTRPOL PROGRAM,

Source?i BOS console

Times Network startup.

Meaning:? This message Indicates an TMP error or a buj
In the network software.

Action? Contact system programmers,
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Network Daemon Error Messages

IMP IS ARSENT, PLFASE CHECK CONFIGURATION,

Source? B80S console

Times Network startupe.

Meanling? Thls message ls printed on

when the TMP cannot b2 contacted,

Action:t Check the configuratlon
swltches, the perfipheral

correct the error 2anAd

Network Naemon., Otherwlse,

programmers,

NETWORK HOST LIST NNT FOUND.

Source? 80S console

Timaz Network startup.

Meaning? This message 1s printed when the

page 29

console

ARST

sWwitchy and the IMP
and lts cables to determine
conflauration error., Tf an error |s

ls a
found’

re-Inftialize the
contact system

network Is

starting ADy i1f +ftha hnost_activatlon_tist
cannot be in
>udd>SysDaemon>Network_Naemon, may have
been lost due to 3 crish,

Action? Tf the fille cannot be retrieved, contact

system programmers,
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NETWORK CNNTRNL PROGRAM HAS GONE DOWN,

Source?

Time?

Meaning:!

Actiont

B0S console

Whlle system s running,

This message indlcates an IMP error or a bu}
In the network software.

Attemnt a “re_Inlt" command. Tt this 1oes
not work, contact system programmers,
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Nctal DNecimatl Abbrev Full Name

1 1 sex Juclta-nmc
101 65 ccn ucta-ccn
201 129 ucsd Jucsd-cce

2 2 nlc srl=-arc
102 66 sral sri-al

3 3 ucsh ucsb-mod75

4 4 utah utah-19

S S nce bbn=-ncc¢
105 69 bbna bbn-tenexa
205 133 bbnb bbn-tenexb
305 197 bbni bbn=1d

6 f mutt mit-multics
106 70 amcqg mit-dmc3y
206 134 mlta mit=al
306 1938 math mit-ml

7 7 rand rand~rcc

10 8 sdc sdc~-adept
11 9 harv harv=-10
111 73 hart harv=-1
211 137 hatlt harv-11
1?2 10 167 11-67
112 74 tx2 11=-1tx2
212 138 tsp It-tsp
13 11 - sual su=-al

14 12 itta I11-ants
15 13 case case-10
16 14 cmu cmu=-cc
17 i5 itac 11tlac
117 79 ames ames

20 16 am67 ames~67
220 144 amto ames=-tin
21 17 mitr mltre

221 145 mtet mitre-tlo
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22 18 radm radc-645
222 146 radt radc-tlo
23 19 nbs nbs-ccst
223 147 ‘nbst nbs-tlo
2h 21 atac etac
224 148 etat etac-tlp
25 21 tink tink-414
26 22 mccl mccli-418
126 86 isi usc-lsl
27 23 uscy usc-44
227 151 usct usc=tio
30 2L INC gwe
230 152 3vct guwc-tlo
31 25 noaa noaa
231 153 docb docb
: I
32 26 saac saac
232 154 saat saac-tlo
33 27 amec amec
233 155 helv belvoir
34 2% arpa arpa
234 156 arpt arpa-tlp
35 21 aber aberdeen
36 39 bbnt bbn-tlp
236 158 bbtt bbn~testip
37 31 cca cca
237 163 ccat cca-tlo
L0 3? maxc parc-maxc
1490 96 vts parc-vts
'S 33 fnwc fnwc
2641 161 frwt fnwc-tlio
42 34 1b} 1bi
43 35 aloh aloha

243 163 alot aloha-tlp



