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SubJectl Hodlflcations to System Control Pr-oce.>s for 
Security Enhancements 

Reference a HTB-047 

This memo is one in a series :>f documents describing 
modi f lcat ions to be made to 11ul tlcs. The reader is as.>Jmed to 
have read HTB-047, "Additional Security :ontrols for Multics". 

The new security-related functions wl 11 be the responsi:>i I itv of 
a person known as the System Security Officer <SSO). The sso ls 
the one person responsible for the overall security of the 
Hui tics system. We wisn to keep the fun:t ions of the SSO and 
System Admlnlstrator as distinct as posslb la so that the SSO 1111111 
not be burdened by the routine tasks of the SA, and so that the 
SA will not be a:>le to perform tne security-related taski of the 
SSO. This will be accomplished DY ,1-.aving the svste11 control 
process different late between the SA anci ::iSO; while :>oth may 
install new PNTs and SATs, the SA maf not modify the security 
at tr lbute s, and the SSO may not register new users. Further, toi1e 
wish sites which do not use t'"le security mechanisms to have no 
need for an sso; we want defaults to take care of tham. The 
responsibility of the SA ls basically unchanged lV these 
modifications; the SSO l'\as the responsl:>lllty tori 

assigning :tearances 
ter11 ina Is> 

to obJects (persons, :>roJects, 

assignlng nnemonic names for the le11els and categories 

pert orming the downgrade function on segments 

pnvs lea I security 

reviewing tne audit logs and setting audit flags 

fixing sec.Jrlty-related inconsistencies dete:ted by the 
salvager 

-------------------------------------
Hui tics project internal working doc.Jmentation. Not to be 
reproduced or distributed outside the Multics proJect. 
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approving retrieval requests 

monltorlng the password dlstrlbutlon 
mechanism 

Each of these areas wl 11 be discussed in turn. 

Clearances and Classifications 

and verl f lcat ion 

The abstract model of the security system assigns clear-ances to 
persons and classifications to data. The notion of a clearance 
ls meant to i11tply a maximum classification which a per-son may 
access. The term .. level .. is often used to mean .. classification". 
This implementation w!l I support seven I eve ls and sl><teen 
categories. The total number of classifications is 7•(2H·1&). 
The classifications are partial ly·ordere:i; the relatlo'\s "less 
than, .. "equal," or '"greater than" may al~ays be applied to two 
classifications. However, the relation less than ls not 
anti-reflexive; lt ls .wl1 true that A< l:l implies -<s <A). For 
example, "'Secret Crypto•• ls less tha'l ·•secret Atomi:," and 
"Secret Atomic .. is less than .. Secret Crypto.•• 

User, Project and Process Clearance Assl~nment 

The Hultlcs concept of a user ls rather diversified; the identity 
of a user, and tne attributes which apply, are derived f"'om three 
separate tables. The Person Na11e Table (i>NT> contains strictly 
per-registered-person information (pas;word, defau It pro)ect, 
I ast login tlme, etc.) Everv user of Huit l~s has an entr-f In the 
PNT, except anonymous users, and we• 11 get to them later. 
Similarly, every proJect ls desc ... lbed ln the Stste111 
Administrators• Table (SAT), which r-ecords the per--pro)ect 
attributes (proJect admlnlstrator"s, load control group, project 
flags etc.). Finally, each project a:jministrator contr"ols who 
mav use his/her project via the Pro)ect Definition Table <POT> 
for that project. The attributes of a user•s process are der-ived 
from the the parameters kept ln tne PNT, SAT, and POT. 

The securitv modlficat1ons will add another f leld to ea=h table; 
the clearance of the person, project, or user. These values wll I 
be maintained by the SSO (in the case of the PNT and SAT), and by 
the proJect administrator <.in the case of tne POU. Sl"lce the 
SSO ls the only person authorized to grant cleara"lces to 
registered users and proJects, the default clearance val~e in the 
PNT and SAT will be level 3 <unclassified) and no categcr.les. 
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~ The PL/! declaration lsl 

2 se cur .ity 
3 categories bit (36), 
J I e v e I fJ. x e d b i n ( 1 7) u na I , 
3 pad bit <1a>; 

MTa-078 

The defau It value for the POT entry wi I I be the hlghest I evel and 
at I categories. In this way, the PDT entry wl 11 not 'lave any 
e f f e c t u n t l I ch an g e d t:> y t he p r o J e c t a d '" l n i s t rat o r • T he o n I y 
effect d project admlnlstrator can have on the maximum level of a 
user's process ls to l.~c. lt, as descr.ioed oelow. 

Two new I ogin opt ions will al so be addedl 

-clearance string ( - c I) 

-change_defau It _clearance ( - c jc > 

where "string" ls a I ist of names speclfflnJ a clearance, of the 
for ml 

name 1,n ame2, ••• 

A sample login might be: 

I ogin ~ reen -ct earance unc I assi f i ad 

A sample login ..n.ich resets the default cle3rance isl 

login Green -clearance unclassif iad -cdc 

The initial value of the default clearance wi 11 be unclasslfied. 
The actual character strings whlch correipona to lei1els and 
categories wl 11 be assigned by the ss:>; they are parameters in 
ins ta I lat lon_parms_. 

The clearances kept in the PNT, SAT, and POT are all used ~hen 

the user logs in. The level of the user's orocess is the minimum 
o f t he I e v e I f r on I 

the PNT entry for the person 

the SAT entry for the project 

the POT ent~y for the person-project combinatlor'\ 

the cleara~ce specif led ln a login option; .i.f 'lot ~lven the 
default cle3rance from the f>NT entrf ~ii I be used 

the clearance of the terminal 
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The category set of the process is tne Boolean ANO of the 
categorv sets cootalned in the same entries. 

The f lnal, computed value lf'IJ.I I be passed to hphcs_ic:-eate_proc in 
the create_info structure when the process ls created, and lfllll I 
be placed in tht! pds and apte. In these t>"lo data basa:;, <see 
HTB-067, by Doug Hunt) the ••pact• field of the ~eviously 
mentioned PL/I declaration will oe reolaced byl 

J exceptions unal ig'led, 
4 segments bit (1), 

4 director"les bit (1), 
4 lpc bit ( U, 
it pad b.it (15); 

These exception alts lfll.l 11 disable the va:-loiJS forms of secu~lty 
access checking. A gate entry lfllill be provided to tur'\ them on 
and off. There 1 s no way to cha.'\ge the : I earance of pro:e ss; the 
user must create a new process at a different level. All 
processes spawned by a user process <absentae) wlJ I oe ra:; trlcted 
to being equal to the clearance of the parent process. This ls 
because absentee processes are raa I IV stored process 
descriptions, wnich are data Just like anfthing else. It would 
be a .. write-down•• operation to al I ow a t:>p ·secret process to pass 
arguments to an unclassified absentee process. 

Anonymous users present special problems since thel,... (:>otional > 
passwords are c ontro I I e d bV each pro J ec t adm in i stra tor, not the 
system administrator/system sec\l'lty officer. Since :rnonymous 
users are not registered, the SSO has no way of asslgnl'\g a 
clearance for them. While 1t could be argued that tne :learance 
of the proJect could be used, the paper system does not r"ecog'\ize 
the concept of a project clearance, only people. Tnerefore, 
anonymous users must be unclassified. 

It should be noted that the system administration and a:counting 
segments themseh1es wl 11 be unclassified and therefore tne System 
Ad11inlstrator and f>roJect Admir'liStl"'ators wl 11 perform al I of 
their tasks at the unclassified level. 

Downgrade Operation and Salva~er Monitoring 

Because the new access mechanisms wi 11 not al I ow any "write-down" 
operations (of data.; Quota, dtm, and dtu are wrlte•dolf!ln of 
control information) unless an escape-hatch ls pr:>vided, there 
wll 1 be no way to declassify informatlo'\. See MTil-0'+7 for a 
discussion of why this ls so. The system security officer has 
been given the authority and responslbll lt'f of perfornlng al I 
downgrade operations on segments. T'\iS wi 11 be a C:>"\trol led 
write-down operation, implemented bV all:>wing the SSJ to initiate 
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segments and manipulate directories without being su::>Ject to the 
new security restrictions. 

Sl11ilar1v, the SSO will have to take corr~cti\le act ion when the 
salvager detects inconsistencies in the classlf icatlon of 
segments and directories reclassifyin1 exlstiig ones, or 
downgrading entries which have aept '"up.•• The retrie11er wil I 
ensure that segments and di rectorles are re I oaded at tne proper 
level, so the SSO wi.11 not normallf oe concerned aoout 
retrievals. The dump maps contain a fair amount of information 
about the onllne hierarchv, however, and e11en though Jathnames 
are all unclassified (by fiat>, casual access to the :l-..1mp 11aps 
should probably be discouraged. 

Terminal Clearance Asslgn~ent 

The re~uirements for terminal clearances !llay seem st~3nge at 
first. But Just as persons are .. cleared'• to a certain level, so 
are buildings, rooms, and e(;luipment. Tnis ls 3 br3nch of 
enforcement known as physical security ~ontrols. In ::>rder to 
properly protect information of a cert a ii I eve I, all references 
to lt, and al I data paths in whlcn it flows or is stored, must be 
c I eared to at I east the same I eve 1. If a Top Secret user ls 
trying to type in a Top Secr~t coffee recipe, the room 11ust be 
secure to TS <so an uncleared person can•t look ::>ver his 
shoulder), the terminal must be· cleared to TS <so a 
secret-cl eared person can• t have bugged l t>, the phone I lnes and 
multiplexors must be cleared to rs, and finally, ~ultlcs must 
mark its segme:lt as TS. So, to fol'ce TS work to be done in 
TS-cleared rooms, on TS-cleared terminals, 11ultlcs wll I have - a 
taole which contains the clearance of eacn (hardwlr-ed) terminal 
attached to it. As an additional check, the answeroack wl II also 
be recorded, and verified against the eKPected value. The ~SO 
wll 1 maintain tnls table as well; lt wit A oe necessary to change 
it whenever terminals are moved or swapped for repal~. 

Password Distribution 

Based on past experience, the wed1<est part of the current 
password mechan l sm is a 1 towing user-s to se I ect tie l r own 
passwords. Therefore, a password generator w i I I give each user a 
password when the "'change password .. login option ls glve!'l; this 
w 11 I not be ma de ma nd at or y f o r a I I 11 u I t l cs s i t e s, :- a t he~ , a 
system parameter will probably control whether it ls ~sed, or 
whether the user can choose his/her own pas~word. 
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Auditin~ of Incorrect Log.in Attempts 

Incorrect lo~in attempts wl 11 continue to be carefJ I IV audited; 
the system wll 1 record the reason for re)ectlon, data a"o time, 
and location and attributes of the terminal ln the answel"lng 
service I og. Some incorrect logins may actual IV l"dlcate very 
serious attempts to compromise physical securltfl If a ..iser 
whose PNT clearance ls only secret tries to login on a terminal 
which is cleared to top secret, then that u>er has somehow broken 
phys lea I secur it v by gaining ace ess to a room which re:au Ires at 
least top secret clearance. In this case, the system wU I inform 
the operator directly, as wel I as fll in~ lt in tne I og. To 
provide some indication that a user (or- minicomputer> ls trying 
to guess the password of another user, via repeated unsuccessful 
logins, the system will report an 11atte11pted breacn of physical 
security'" message to the operator, and log, llfhen the number of 
bad passwords exceeds some sv stem parameter. 

Audit Flags 

A number of flags wil I be maintained on a per-pro) ect and 
per-person basis which will cause the svste:n to audit lln the 
'"svserr" log) various events, such as access viol at ions, use of 
... except.ion .. prlvi leges, ln.ltJ.atlon of cl3ss1f1ed se~ment:a, etc. 
These flags are under the con trot of the SSO, a nd/o~ are to 
produce the audit fl!lgs for a gben pro:ess. At preseit, the 
fol lowing structure describes the flags a 

Z audl t unal lgned, 
3 exception bit (1), 

l classlfled_lnltiation bit (1), 

3 seg_v i ol at 1 on bl t (1) , 

3 dlr_vlolatlon blt (1), 
3 ipc_violation bit (1), 
l 11 le~a !_opcode bl t < U, 
J pad bit (30); 
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