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Datet November 18,4 1975

Subjectt Storage System Error Recovery

INTRODUCTION

This memorandum describes the error recovery strategles
which will be used In the new Multlcs Storage System. The reader
ls assumed to be familtiar with the operation of the current
system.

Causess Symptomss _and Remedles

When an error occurs, It manifests jtseilf to the supervisor
as a symptomy, such as a nonzero major status or a return to B80S.
A symptom may have many possible causes) for exampley, a Nnonzero
malor status may reflect a plece of grit on a disk surface, or a
ioose wilre In the dlsk controliery or a sottware error storing
garbage In the IOM mallibox. The supervisor orograms do not deal
with causes -- thay deal with symptoms, and attempt to find
remedles for symptoms. Olscusslon of causes Is useful In order
to enumerate possible symptoms and to decide on remedless but |t
Is unnecessary to enumerate all possible errors, since the system
only cares about correcting the errors it detects.

MTB~220 describes the deslign of the salvager, which sharaes
our basic policy of providing repalr procedures, Integrated Into
the systemy, which wlll be Invoked when damage Is discovered.

It a process encounters a3 crawlout white It has a3 directory
lockedy, and [f dilr.modlfy equals the process I0y then the
directory s salvageds If any entrjes are 1ost by the salvager,
a retrieval request for the directory wlll be queued
automaticalliy;s when a copy of the directory has been retrleved,
the djirectory and the copy will be merged to recover the missing
entrjes.
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2IRATEGIES

Qlsk_Ecrors

When a disk error status [s returned, the current system
prints an error massage via SYSERR, and retrles the operation.
If the error status |s for a device attentjon, the operation |Is
retried until the status goes away. Othernwlse, the operation ls
retrlied three times and then page control is informed of a fatal
error. For read errors, page control signals page_fault_error to
the user processe. For wrlte errors, the system abandons the bad
address and assigns another address.

The new strategy Is more compllicated. When dilsk_control
encounters an error, [t consults a set of tables for the device
type being used. (These tables are currently shared by all
supported disk typesSe) The table entry for the type of error
gives the following information?

maxlmum number of refries
whether to reseek

whether to read detal led status

address Is bad
data path iIs bad
disk or disk drive ls bad

The operation [s retried without comment untl| the retry ccunt
runs oute. It the error persistsy the error interpretation
specities whether to assume that the dlisk addressy, the data path
to the disk unltey or the disk unlt ltself s unusable. If too
many bad address errors occur, the system will assume that ¢ttre
data path to the disk unit s unusable. It all data paths to a
dlsk are unusabley the system wlll declde that the dlsk unlt Is
Inoperative. When a disk is marked lnoperatlvey, a flag is set on
in Its PVT entry Indicating this. Attempts to use a disk unit
marked [noperative wlill cause an error code to be returned. A
speciat interrupt for a device marked inoperative wlll reset tre
ftltage.

When page control [Is Informed of a disk error on a read, the
segment will be set *page controi out of service* (pcos).
Attempts to reference a segment which Is pcos will fall! the page
fault wili be transformed into a segment fault, Attempts to
segment fault on a segment whilch is pcos will also fallit they
will be transformed [nto a signal of the seg_fault_err conditlon,
with a code whose message IS "“Segment unusable due to I/0 error.”
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The pcos fltag wlll pe a regular VIOC attribute, so that [f a RHS
error damages a segment but nobody references It for several
daysy, we still Wwill not glve the user an iInconsistent segment
without warning.

The user will be able to turn oftf the pcos swltch for his
segment by a3 calil to hes_. It Is then hls responsibliity to
verjty the segment®s contents before using I[t. The on-{ine
satvager wili reset the pcos swniftch of a dlrectory before
touchling (t.

For write errors, It the address Is unusables page control
nill ultimately cause a new address to be asslgned and retry the
irite, Automatlc alternate track assignment Is not used for
Multics operationy, and Multics dlsks are formatted without
alternate tracksy mostiy for performance reasonst two extra
revolutions would be requlred tor use of an alternate track. It
is cheaper to scrap the whole record (16 sectors) If any sector
Is In error., Each disk pack has a reserved area for the logging
of errors. The detalls of how errors wili be logged and how the
volume salvager will know that a bad record (s not to be released
Into the pagling pool have not yet been worked out. An Interim
strategy 1ls to cause the volume salvager to zero and reread all
records found protected but not in any file map; if the record
Is stitl unusable this operatjon will detect [t and leave [t
still unassigned.

Qisk Data Path Fallure

Currently we requlire that any channel be able to reach any
disk device. The maximum number of data paths to a glven device
Is foury if we are running In a dual controller, dual channel,
environment with & PSI linkse In the current disk dlmy once a
request 1ls set up for a channel, It cannot be moved to some other
channel, because the queue entry s scrapped., Thls strategy will
be modlftied in a tuture dlsk control, so that when a3 data path to
a disk goes down, the system will attempt to flnd an alternate
path to the device. If all paths to the device are down the
device will be marked ilnoperatlve.

Bulk_Store Ercors

Currentiy, [f the bulk store cannot be written, 3 message Iis
typed to the operator and the block of buik store |s
deconfjigured. It bulk cannot be read for a page faul t,
page_read_error (s ralsed.s If bulk cannot be read for an RHWS, a
message 1ls orinted for the operator and the RWS s abandoneds,



MULTICS TECHNICAL BULLETIN MTB-53g page &4

leaving the user wlith an oid page.

The new system will Improve on thls strategy silghtly. For
RWS errors, the segment wii{il be set page controi! out of service.

Yolunpe Salvager

The volume salvager wlll set the pcos swltch on for any
non-directory which had a reused address correctlon and so had a
page of zeroes Iinserted into lt. Reused addresses Involving
directories will be handled by satvaging the directory. If the
salvage shows no errors in the directoryy, the page is awarded to
the directorye. Dtherwlise, the dlirectory 1ls rebullt wlthout
reference to the reused page (which gets zeroed).

Emergepcy Shutdosn

The current emergency shutdown attempts to deactivate all
segments In order to force all flie maps out of core. Since a
segment cannot be deactivated (it [t has actlve sons, certain
counting errors Iln segment control can prevent emercency shutdown
from completing.

Emergency shutdown can be described as a process of fltushing
the several caches which hold the contents of disk while the
system (S running. The new system®s ESD tirst attempts to flush
the paging device. It then flushes core,s, the AST, and the VTOC
bufters. The new system treats the AST as an array and forces
the update of the VTOCE"Ss one by one, wlthout checkling the
Inferjor count.

Baging QOeyice flushing

Instaltiations which have a pagling device know that about the
Wworst crash that can happen Is to be unable to flush the paging
device. HWith the new storage systemy, If a single volume goes
downy, we may be in the position of having a partlaliy successful
flush of the paging device.

The pagling device map contalns PVT Indices and record
addresses for the pages on the paglng device. If a system crash
occurs such that the paging device cannot be flushedy, and |If
packs are then moved to different drives, an attempt to fiush the
pagling device would lead to a majJor disaster,

«
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Hhen the new System Is booted after a crashy Inltialization
examines the root label and discovers that 3 paglng device was
active during the last bootload and that It has not been flushed.
It therefore knows that ¢the paging device cannot be used for
Multjics operation untll It |ls completety flushed. A message
Intorming the operator of thls ftact |[|s typed and the paging
device is dlsabled.s The paging device map contains the time of
bootlioad In 1Its headery so that the system can check that It |[s
flushlng onto a voiume which actually had pages {eft on the
paglng device. Whenever a volume ls normally accepted, the time
o! bootioad and the PVYT [ndex are recorded In the volume tabel.,
A normat dlsmount of a volume clears these flelds.

As each volume ls added to the storage systea®s
conflgurations a check is made to see If It was {n use during the
bootioad which lett the unflushed paging device. If a volume has
pages on the unflushed paging device, the paglng device map |Is
searcheda for pages whlch should be moved down to the volume, and
these pages are flushed down before tre volume s accepted for
normal paginge. Once all such pages have been removed from the
paglng device, the PD map Is updated to show these records as
free and the volume is accepted naormaliy.

Salvaging after a crash whilich left an unfiushed paging
device therefore proceeds more or tess normally, with the
additional changes that the pagling device |ls not used, and that
the paging device Is fltushed iIncrementally for each volume (after
votuma salvaging if neccessry) when the volume Is accepted.
Specjial operator commands wlll be avaliable In the ring g
environment to check whether the paging device Is conrpietely
fiushed, to dump the paging device on tape, to ciear a partiatily
flushed paging device, and to start the use of the paging device
for normal paglnge. Pages on the paglng device whlch have not
been modifjiea since they ware read from disk, and pages which are
images of hardcore partitlon pag¢es, wlli simply be dlscarded; a
special sweep through the paglng device map takes care of thlis at
the outset.

When the operator attfempts to exlit from the ring 1
environment, the system willl check that the paglng device has
been completely flushed. If not, a message of the form

UNFLUSHED INFORMATION REMAINS ON PAGING DEVICE

will be oprinted and the system will return to ring 1 comsand
fevel. The operator wiil be able to request a 1list of volumes
which have not vyet been ftlushed} he must elther mount each
volume so that the PD can be flushed, or Instruct the system to
discard the PD pagas for the volume (the ltatter action might be
reasonable [f the volume had to be reloaded).



